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Abstract

In this work, we propose a new logic for reasoning about security pro-
tocols which extends multi-agent epistemic logic. This logic is inspired
on the work of Dolev and Yao [8]. We introduce a new semantics based
on structured propositions. Instead of building formulae from atomic
propositions, they are built from expressions. The latter, are any piece
of information that can appear in protocols: keys, messages, encrypted
messages, agents and properties or some combination of this information
in pairs. First, we propose this new semantics for our logic and provide
an axiomatization for it. Second, we prove its soundness and complete-
ness. Finally, we illustrate the use of our logic analyzing some well-known
protocols.

Keywords: Dolev-Yao model, modal logic, epistemic logic, communication
protocols.

1 Introduction

There are many approaches to formally verify authenticity and secrecy in com-
munication protocols. For instance, we may have algebraic, probabilistic, log-
ical approaches and so on. In this work we are most interested in logical
approaches to verify authenticity and secrecy in communication protocols.

The Dolev and Yao work [8] was the first one to use a deductive approach
to prove that a protocol could be broken by a malicious intruder. BAN logic
[4] also uses a deductive approach to protocol verification but with more flavor
of logic. After those works many more followed and the area has developed a
lot.

Epistemic logics are logic to deal with the concepts like knowledge and
believes. Many of theses logics have been tailored to be applied to computer
science problems, like multi-agent epistemic logics [10]. They have a semantics
based on Lamport model for distributed systems [15] and they can be used for
protocol verification.
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Some works extend Dolev-Yao model with some arithmetical theory in order
to verify that a given protocol based on some encryption function expressed in
this theory can be broken [6, 17].

There are many works in the area of access control logics. What they
have in common, in general, are primitive operators like says, speaks for and
some forms of delegation of authority. In [1], it is studied various possible
axioms for these operators and they are formalized in higher order intuitionistic
logic. Other line of research in this direction, are the ones that give a modal
representation to these concepts. In [12, 13] a modal analysis of says and
speaks for are provided, those approaches have the advantage of being based
on decidable logics.

Other approaches use epistemic logic to reasoning about protocol speci-
fications [5, 3, 14]. They are quite related to our proposed logic. The most
important feature that differentiate our approach is the use of structured propo-
sitions, i.e., propositions have some inner structure and this is reflected in the
semantics.

In this work we present a novel epistemic logic for reasoning about prop-
erties in protocols. It uses structure propositions, which is a new technique
to deal with messages, keys and properties in security protocols in an uniform
manner, keeping the logic propositional.

In Section 2, it is presented the necessary background concepts for the rest
of the paper: multi-agent epistemic logic and Dolev-Yao model. Section 3 in-
troduces the Dolev-Yao Epistemic Logic, illustrates its use with some examples
and discuss the relationship between deductions in Dolev-Yao model and de-
ductions in Dolev-Yao Epistemic Logic. In Section 4, we apply our approach
to some well-known protocols and, in Section 5, we discuss some improvements
and future works. Finally, Section 6 provides the final remarks. Appendices
A and B show the proofs of soundness and completeness, respectively, for the
Dolev-Yao Epistemic Logic.

2 Background

This section presents a brief overview of some topics in which our proposal is
based on. First, we introduce the syntax and semantics of multi-agent epistemic
logic. Then, we present the Dolev-Yao model [8].

2.1 Multi-agent epistemic logic

This section presents the multi-agent epistemic logic S5,. Using Kripke struc-
ture, the multi-agent approach allows us to represent knowledge and belief of
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an agent or a group of agents. We can use it in many applications, such as
puzzles, negotiations and protocols.
2.1.1 Language and semantics

The definitions below are based on [11, 21].

Definition 2.1 The epistemic language consists of an enumerable set of propo-
sitional symbols ®, a finite set of agents A, the Boolean connectives — and N
and a modality K, for each agent a. The formulae are defined as follows,
represented in BNF-notation:

pu=p|T[-¢]e1 Nz | Kap
where p € @, a € A.

Kqp is intended to mean that “agent a knows ¢”. We are considering
the standard abbreviations and conventions: L = =T, ¢V ¢ = =(—p A —¢),
© — ¢ =-(pA-¢) and Byp = K, (Byp may be read as “agent a believes
Qp”).

Definition 2.2 A multi-agent epistemic frame is a tuple F = (S, R,) where:
e S is a non-empty set of states;

e R, is a binary relation over S, for each agent a € A.

Definition 2.3 A multi-agent epistemic model is a pair M = (F,V'), where
F is a multi-agent epistemic frame and V is a valuation function V : ® — 2.
We call a rooted multi-agent epistemic model (M, s) an epistemic state.

In most applications of multi-agent epistemic logic, the relations R, are
equivalence relations (reflexive, transitive and symmetric relations). In this
work we only deal with the case where R, are equivalence relations. We use
the symbols ~, for each agent a instead of R,.

Definition 2.4 Let M = (S, ~q, V) be a multi-agent epistemic model. The
notion of satisfaction M, s |= ¢ is defined as follows:

o M,sl=piff s € V(p)

o M,s =g iff M,s [~ ¢

o M,s =AY iff M,s = and M, s |= o

o M,s= Ko iff foralls' €S:sngs =Ms =o
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2.1.2 Axiomatization

The axioms and inference rules (also called derivation rules) for S5 are given
below:

1. All instantiations of propositional tautologies.
Kao(o =) = (Kap = Ko¥p)
Kap = ¢

Koo — K Kup [positive introspection)]

oro W N

Koo — K, Kap [negative introspection)

Inference Rules
Modus Ponens @, — /¢ Generalization ¢/ Kyp Substitution ¢/op

where ¢ is a map uniformly substituting formulae for propositional vari-
ables.

Theorem 2.5 S5, is sound and complete with respect to its semantics.

Proof. This proof is standard in multi-agent epistemic logics literature
[11, 21]. |

2.2 Dolev-Yao Model

The Dolev and Yao’s article [8] is a seminal work for analyzing security pro-
tocols. They work with symmetric public key protocols and they considered a
perfect encryption, i.e., the keys used are unbreakable.

2.2.1 Public key protocols

In this system, based on [7, 19], it is assumed that every user X in the network
has an encryption function Ex, which generates a pair (X, Fx), inserted in
a secure public directory, and a decryption function Dx, known only to user
X. It is important to notice that the sender’s public key is represented, in
the message exchange, as a subscript of £. The main requirements on the
functions above are:

e Dx(Ex(M))= M;

e for any user Y, knowing Ex (M) and the directory containing all the
public pairs does not reveal anything about M.
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2.2.2 Examples

To illustrate intruder’s possible behaviours, let’s consider the following exam-
ples.

Example 2.6 In this ezample, also called Man-in-the Middle (MITM) attack,
the plaintext is encoded with an encryption function, where the receiver always

replies using the sender’s public key. Suppose user A wants to send a plaintext
M to user B:

a) A sends message (A, Eg(M), B) to B [Figure 1(a)];

b) Intruder Z intercepts the above message and sends message (Z, Eg(M), B)
to B [Figure 1(b)];

c) B sends message (B,Ez(M),Z) to Z [Figure 1(c)];
d) Z decodes Ez(M) and obtains M.

A— (AaEB(M)?B) —B
(a) Message from A to B

(A EB(\ % /EZ(M

b) Interception and message from Z to B Message from B to Z

Figure 1: Illustration of Example 2.6

Example 2.7 Now, the plaintext is encoded with the name of the sender, and
the receiver uses the public key that corresponds to this user:

a) A sends message (A, Eg(MA), B) to B [Figure 2(a)];

b) Z intercepts the above message and sends message (Z, Eg(MA), B) to B
[Figure 2(b)];

c) B sends message (B, EoA(MB),Z) to Z [Figure 2(c)];

d) Z cannot decode Eo(MB) to obtain M.
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A—— (A, Eg(MA),B)—— B
(a) Message from A to B

(A EB(MA (ZEB(MA BEA(MB)Z

b) Interception and message from Z to B Message from B to Z

Figure 2: Tllustration of Example 2.7

2.3 Rules

The Dolev-Yao model can be seen as a deductive system. These rules are not
presented in the original paper, but they can easily be obtained from the theory
presented there. Consider a set of keys KX = {kq,...} and an encripted message
{M }j, which represents a message M encrypted under the key k. An user can
only decrypt an encrypted message {M } if he knows the key k:

MeT
THM

Reflexivity

THM Trk Deermntion LMk THE
T+ (M ecryption TE Il

FEncryption

THFM TFN

Pair-Composition T+ (M, N)

T+ (M,N) T+H(M,N)
THM THN

Pair-Decomposition

where T' is a set containing all the messages and encrypted messages that
the intruder has observed.

3 Dolev-Yao Multi-Agent Epistemic Logic

In Dolev-Yao model, the focus is on reasoning about an intruder. The idea is
mapping possible actions and knowledge acquired by the agents. On the other
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hand, epistemic logic can formally express what the agents know about the
world.

This section presents the Dolev-Yao Multi-Agent Epistemic Logic S5py.
This logic is aimed to reasoning about knowledge in protocols, i.e, knowledge
about: keys, messages, encription/decription, concatenation, agents and groups
of agents.

3.1 Language and semantics

In the language of S5py, formulae are built from expressions and not only from
propositional symbols. Intuitively, an expression is any piece of information
that can be encrypted, decrypted or concatenated in order to be communicated.

Definition 3.1 The Dolev-Yao multi-agent epistemic language consists of an
enumerable set of propositional symbols ®, a finite set of agents A, an enumer-
able set of keys KK = {ki,...}, the Boolean connectives = and A and a modality
K, for each agent a. The expressions and formulae are defined as follows,
represented in BNF-notation:

E:=p|k|(E,E) | {E}
where k € KK and p € ®.

pu=m [T |=p|p1Ape| Kap
where m € E and a € A.

We are also considering the standard abbreviations and conventions as spec-
ified in Definition 2.1.

3.2 Semantics

Regarding the semantics, the definition of frame is the same as that in standard
multi-agent epistemic logics. However, three restrictions were added to the
valuation function, which we found necessary for the soundness proof developed
later on.

Definition 3.2 A Dolev-Yao multi-agent epistemic model is a pair M =
(F, V), where F is a Dolev-Yao multi-agent epistemic frame and V is a val-
uation function V : E — 25 satisfying the following conditions for all m € E
and k € K:

1. V(m)NV (k) CV({m})
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2. V({m}p) NV (k) C V(m)
3. V(m)NV(n) = V((m,n))

The first condition ensures that, in any state, if we have a message m and
a key k then we must be able to have the encrypted message {m}y.

Condition 2 establishes that if we have an encrypted message {m}; and a
key k then we must be able to decrypt it and obtain m.

Finally, the last one says that, in any state, we have messages m and n if
and only if we have the pair (m,n).

The notion of satisfaction is similar to that defined for multi-agent epistemic
logic in Definition 2.4. The only difference is for evaluation of expressions:

2. M,sEmiff se V(m), forme E

3.3 Axiomatization

The axiomatization for S5py is an extension of the one presented for multi-
agent epistemic logic in Section 2.1.2, with three new axioms for encryption,
decryption and pairing:

1. All instantiations of propositional tautologies.
2. Ka(p = ) = (Kap = Kat))

3. Koo —

4. Kop — Ko Koo [positive introspection]

5. 2 Kap — KoKy [negative introspection]

6. mAk— {m}y [encryption]

7. {m} Nk —m [decryption)

8. mAn<+ (m,n)  [pair composition & decomposition]

Inference Rules
Modus Ponens ¢, — /¢ Generalization ¢/ Kqp Substitution ¢ /o

where o is a map uniformly substituting formulae for propositional vari-
ables.
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Axioms 1, 2, 3, 4 and 5 are standard in multi-agent epistemic logics litera-
ture [11]. Axioms 6, 7 and 8 enforce the semantical properties of the valuation
function (conditions 1, 2 and 3 of Definition 3.2). Axiom 6, ensures that, when-
ever we have a message m and a key k, then we must able to encrypt it and
obtain the message {m};. Axiom 7, establishes that if we have an encrypted
message {m}; and a key k, then we must be able to decrypt it and obtain m.
Finally, axiom 8 says that, we have messages m and n if and only if we have
the pair (m,n).

At this point, we are able to state the lemma that we will use repeatedly
in our system.

Lemma 3.3 The following formulae are theorems of Shpy :
1. Kgm A Kok — Ko{m}y
2. Ko{m}p N K.k — Kom
3. Kgm N Kgn <> K,(m,n)

Proof. This proof is straightforward from axioms 2, 6, 7, 8, inference rule
Generalization and the fact that K, distributes over conjunction: F K,(¢ A

V) ¢ (Kap A Ka¥)). u

Theorem 3.4 S5py is sound and complete with respect to the class of Shpy
models.

Proof. The soundness and completeness proof can be found in Appendix A
and B. ]

3.4 Examples

Now, we revisit the examples of Section 2.2.2. The protocol actions, like send
and receive, are represented in the metalanguage.

We have three agents, A, B and Z. In order to have a more economical
notation, we use kap,kaz and kpz to denote the shared key between agents
A, B and Z. Assuming that k,, = k,, for every agent z and y, KB stands for
Knowledge Base and i.k. for initial knowledge and lem. refers to Lemma 3.3.

Example 3.5 Returning to Example 2.6, user A wants to send a message m
to user B. The receiver always replies a message using the key shared with the
sender:
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0. KBy ={Kakap, Kpkap, Kpkpz, Kzkpz, Kam} i.k.

KB() F KA{m}kAB lem. 1

sendap({m}tr,p)

Z intercepts

1. KB, = KBQUKz{m}kAB
sendzp({m}k ,5)
2. KBy = KBIUKB{m}kAB
KBy + Kgpm lem. 2
K32 F KB{m}kZB lem. 1

SendBZ({m}sz)l

3. KBs .= KBQUKZ{m}kBZ

KBst Kzm lem. 2

Intruder Z knows m.

Example 3.6 Returning to Example 2.7, agent A also sends an encrypted
message to agent B, but now the receiver always replies a message using the
key shared with the indicated agent that is encrypted with the plaintext:

0. KBO = {KAkABy KBk‘AB, KBkBZa szBz, KAm} 1.k.

KByt Kalkag,m) lem. 3
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KBOFKA{(kABam>}kAB lem. 1

sendap({(kas,m)}k 4 5)

Z intercepts

1. KBy = KBOUKZ{(kAB7m)}kAB
SendZB({(kAB7m)}kAB)
2, KBy := KBy UKp{(kap, m)}k,,
KBy - KB(kABam) lem. 2
KBy + Kgm lem. &
KBy KB{(kABv m)}kAB lem. 1
sende({(kAB’m)}kAB)l
3. KBj3:= KBzUKZ{(kAB>m)}kAB
KB3t Kzm

Intruder Z does not know m.

3.5 Relationship between S5py and Dolev-Yao model

In this section, we establish a relationship between deductions in Dolev-Yao
model and deductions in S5py. First, we define the notion of deduction in
both systems. Second, we propose a translation from deductions in Dolev-
Yao model into deductions in S5py. Finally, we prove that for every set of
expressions 1" and an expression m, if there exists a deduction of m from T in
Dolev-Yao model, then there exists a deduction of m from T in S5py.

3.5.1 Deduction in Dolev-Yao model and in S5py

This section presents the definition of deduction in both systems. It is impor-
tant to notice that a deduction in Dolev-Yao model is a sequence of sequents
and in S5py is a sequence of formulae.
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Definition 3.7 (Deduction in Dolev-Yao model) Given a set of expres-
sions T = {mqy,ma,...,my} and an expression m:

e we call a pair T Fm a sequent;

e the sequence of sequents (S1,...,Sn) is a deduction of m from T in
Dolev-Yao model, T Fpy m iff S, =T Fm and each S; (1 <i<n):

1. is T Fm; and m; € T;; or

2. is obtained by Dolev-Yao inference rules Encryption, Decryption,
Pair-Composition and Pair-Decomposition applied to S; and/or S
and I, k < 1.

e we define the length of the deduction m = (S1,...,S,) as n, denoted as
|| =n.

Deduction in S5py is defined as follows.

Definition 3.8 (Deduction in S5py) A formula a is said to be a theorem
of a set of formulae I', I' Fgs5,, « iff there exists a sequence of formulae
(o1, ..., an) such that o, = a and each o; (1 <i<n):

1. is an instance of the axioms; or

2. is obtained by Modus Ponens, Generalization or Substitution applied to
ap and/or ay, and I,k < i; or

3. is a member of T

The sequence of formulae (a1, ...,ay,) is called a deduction of o from T'.

3.5.2 Translation

First, we propose a map (translation) from deductions in Dolev-Yao model into
deductions in S5py.

Definition 3.9 Let m, = (T + mq,...,T = my) a deduction of m,, from T
in Dolev-Yao model, T Fpy my of length n. We inductively define a map
(translation) ()t from deductions in Dolev-Yao model to deductions in S5py
as follows:

o i=1: m = (TFm), then (m)t = (m1), (m1 €T);

o letmiy={(T+mqy,....,TFm1) and (m;_1) its translation. Then we
define the translation of m; as follows:
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1. if m;y € T, then (m)! = (mi—1)" ® (m;), where o is the sequence
composition operator;

2. if T F m; is obtained using inference rule:

(a) Encryption: applied to some sequents T = m; and T + my,, with
1< 5,k <1, then
(m)" = (mi—1)" @ (m; — (my — (mj Amy)) @ (my — (m; Amy)) e
((mj Amy)) o (my Ami) = {mtm,) @ ({mjlm,);

(b) Decryption: applied to some sequents T' = {m;}y,, and T + my,
with 1 < 5,k <1, then
(m)" = (mi-1)" @ ({mj}bm, = (M = ({m}m, A ) @ (my —
({m b A ) ) o ({12 by A )) @ ({2 }omy Ae) — ) @ (my) ;

(c¢) Pair-Composition: applied to some sequents T & m; and T +
myg, with 1 < j, k <1, then
(Wi)t = (7ri_1)to<mj — (mk — (mj /\mk))o<mk — (mj /\mk)>o
((mj Amy)) e ((mj Ami) — (my, my)) e ((mj, my));

(d) Pair-Decomposition: applied to some sequent T+ m;, with
1 <j<iandmj= (my,my), then (m)" = (mi_1)' o ((my, my) —
(my Amy)) o ((my Amy)) @ ((mg Amg) — my) e (my A my) —
my) & (my) e (my).

It is important to notice that, in each step of the translation, in order to
obtain (m;)!, it is only added to (m;_1)! instance of the axioms or the conclusion
of the application of Modus Ponens.

The following corollary asserts that every expression that appears in right
hand side of any sequent in a deduction in Dolev-Yao model also occurs in the
translated deduction in S5py.

Corollary 3.10 Let m = (S1,...,Sn) be a deduction in Dolev-Yao model and
Si =Tt m; (1<i<n). Then, m; occurs in (m)*.
Proof. This proof follows straightforward from Definition 3.9 (translation),
because in all cases (m;)! = (m;_1)" ... ® (m;). Thus, m; occurs in (m;)! and,
consequently, m; occurs in (7)’.

|

We are ready to enunciate the main theorem of this section. It states that
if an expression m has a deduction 7 from a set of expressions 7" in Dolev-Yao
model, then there exists a deduction ()¢ of m from T in S5py-.

Theorem 3.11 Let w be a deduction of m from T in Dolev-Yao model, T +py
m. Then, (m)! is a deduction of m from T in Sbpy, T Fs5,, m.
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Proof. By induction on the length of 7.

Base case: || = 1, then 7 = (T m), where it must be the case that
m € T, and so (m)" = (m), which is trivially a deduction of m from T in S5py .

Induction hypothesis: suppose it holds for deductions 7 such that |7| <
Suppose we have a deduction 7w of m from T' with length |7| = i.

Let mi—1 = (T'Fmq,...,T F m;_1). By the induction hypothesis, (m;_1)*
is a deduction of m;_1 from T in S5py. We have to prove that (m;)! is also a
deduction in S5py. We have five cases, one for each Dolev-Yao inference rule:

e m € T: then (m;)" = (m_1)" @ (m) which is trivially a deduction of m
from T in S5py;

e m is obtained by the inference rule Encryption applied to sequents T'
mj and T my, with 1 < 5,k <i: so m = {m;}m,.
By Definition 3.9 (2(a)),
(m)" = (mi-1)" & (my = (Mg — (m; Am)) @ (my — (my; Amg)) @ (m A
myg)) o ((m; Amg) = {mjtm,) o ({m;}m,).
As (m;i—1)" is a deduction in S5py, by Corollary 3.10, m; and my, occurs
in (m;_1)". Applying Modus Ponens four times in the last part of (m;)*
we obtain {m;},, . Thus, as (m;,_1)" is a deduction in S5py, so is (m;)".

e the cases for m obtained by the inference rules Decryption, Pair-Composition
and Pair-Decomposition are analogous to the previous case.

It is worth to notice that S5py is more expressive than Dolev-Yao model.
The former has all the booleans connectives and the modal epistemic operators.
This makes possible not only expressing boolean combination of properties but
also describing epistemic properties that agents knows and believes. It allows
for expressing properties like “if the intruder Z knows the shared key kap and
it believes that the content of message m contains some important information,
then it can start the attack”. For instance, suppose, agent Z has the following
booleans variables:

- I, (message m contains some important information);

- A (Z must start the attack);
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- kap (shared key between agents A and B).
Then the above property could be expressed in S5py as

(KZkAB A\ Bzfm) — Al

4 Applications

This section analyses two well-known protocols, which were investigated in [4],
using our proposed logic S5py. First, we deal with Kerberos protocol [18, 16],
which is used to provide a shared key between two users. We show that an
intruder cannot know this shared key. Finally, we show that the Andrew Secure
RPC protocol [20], which can be used when an user wants to refresh his key,
is breakable by a malicious user.

It is important to notice that, in the following applications, we use agents
names as propositions.

4.1 Kerberos Protocol

Based on [18], the Kerberos protocol was developed for Project Athena at MIT.
It is used to provide a shared key between two users when a server is requested
to do so, using timestamps.

Considering two users A and B, an authentication server S (also treated
as an agent), T, as the timestamp generated by agent = and the lifetime L, we
can represent this protocol by the following steps (assuming that every user
already has a shared key with the server):

1. A wants to communicate with B, so A sends a message to S stating it;

2. S replies to A, with an encrypted message containing T, L, kap and an
encrypted message that only B can read (since it was encrypted under
kps), which also contains the timestamp, the lifetime, and the shared
key requested (this message is also called ticket);

3. A sends the ticket to B together with a timestamp encrypted under k4 p;

4. B receives the first message sent by .S and then can check Ts and L. If it
has been created recently, B uses the kap to decrypt the second message
sent by A. Then, B can take the communication from there, using 7'4.

Supposing that an intruder Z intercepts the message sent from A to B and
he already got from S what is necessary to communicate with B. Let’s analyze
this protocol using SHpy:

!Belief operator is defined as the dual of the knowledge operator Bz¢ = —K z—¢.
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0. KBy = {KAA,KAB, K skas, KaTa, Kpkps,
KpTp,KsTs, KsL, Kskap, Kskps, Kz17z,
KZk;ZBvKZ{(TSaLlakZB7Z)}k‘Bs}
KBy K4(A,B)
SendAs((A,B))l
1. KBy := KByUKg(A, B)
KB+ KgA
KBi1+KgB
KB+ Kg(Ts,L,kap, A)
KBI F KS{(TsaLv kAB7A)}]€BS
KBI l_ KS(T57 Lu kAB; B7 {(TSa L) kAB: A)}kBs)
KBy = Ks{(Ts,L,kap, B,{(Ts, L,kaB, A) }kps) kas
SendSA({(T57L7kAB,B,{(TS,L,kAB7A)}kBS)}kAS)l
2. KBy = KB U KA{(TS, L,kap, B, {(TS, L, kag, A)}kBs)}kAs

KBy &+ Ky(Ts,L,kap, B,{(Ts,L,kaB,A)}kys)

KBy - KA{(T57L7 kABv A)}kBS

lem.

lem.

lem.

lem.

lem.

lem.

lem.

lem.

lem.
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KByt Kakap lem. 3

KBy K4(A,Ty) lem. 3

KBy Ka{(A,Ta) }iupn lem. 1

KBy - Ka({(Ts,L,kaB, A) kg, (A TA) Y enp) lem. 3

sendAB(({(TS,L,kAB,AmBS,{<A,TA>}kAB>>i

Z 'mterceptsi

3. KB3:= KBy U Kz({(TS, L,kapg, A)}kBs7 {(AaTA)}kAB)

Now Z has two possibilities. The first one is to send the same intercepted
message to B:

3. KB3:= KBy U Kz({(TS,L, kaB, A)}kBS’ {(A?TA)}kAB)
SendZB(({(T57L’kABrA)}kBS7{(A7TA)}/€AB))\L
4. KB4 = KB3 U KB({(T37 L7 kABa A)}kssv {(A7TA)}]€AB)
KB4 = KB{(TS,L,kAB,A)}kBS lem. 3
KByt Kp{(A,TaA)}kap lem. 3
KB4|—KB(T5,L,/€AB,A) lem. 2
KBy Kpkap lem. 3

KBy Kp(A,Ty) lem. 2



298 M. BENEVIDES, L. FERNANDEZ AND A. OLIVEIRA

KBy KgTa lem. 3
KByt Kp{Ta}k,p lem. 1
sende({TA}kAB)l
5. KBs:= KBy UKz{Ta}y,,
KB5 |7( KZTA

Intruder Z does not know 7'4.
Or he can send a concatenation of the ticket he previously got from S and
the encrypted message:

3. KB3:= KBy UKz({(Ts, L, kap, A) Yrpss { (A, Ta) hap)
KBst+ Kz{(A,Ta) }kspn lem. 8
KBs+ Kz({(Ts, L kzB, Z) Ykps> {(A, Ta) Yhars) lem. 3

sendZB«{(Ts,L',kZB,szs,{(Z,TA)}kAB»i

4, KBy = KB3UKp({(Ts, L' kzB, Z)}ipg> {(Z,Ta) }iap)
KByt Kp{(Ts, L', kz5, Z) }ips lem. 3
KBy F Kp{(A,TA) }kap lem. 8
KBy+ Kp(Ts, L' kzp, Z) lem. 2

KBy W Kpkap

KByt Kg(Ta, A)
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KBy W KzTa

Since B is not able to continue the communication, Z cannot know T'4.

4.2 Andrew Secure RPC Handshake Protocol

The Andrew Secure RPC protocol [20] can be used when an user wants to
refresh his key. So, in this scenario, let’s consider that a handshake between
user A and server S is made when a shared key k45 already exists and A wants
to obtain a new key £’y . We can represent this protocol by the following steps
(assuming that nonces are “expressions invented for the purpose of being fresh”
and “commonly include a timestamp or a number that is used only once” [4]):

1. A sends a nonce N4 encrypted with the key shared with .S to state that
he wants a new shared key;

2. S returns this nonce concatenated with Ng, also encrypted;
3. A returns only Ng to the server, encrypted under kag;

4. after check the last message, S can send the new shared key k/;¢ con-
catenated with Ng, which “is an initial sequence number to be used in
subsequent communication” [4], and encrypted with the first shared key.

Since there is no indication of who originated the third message, the server
will reply this message using the key shared with the sender. Let’s suppose
that an intruder Z intercepts this message, we can also analyze this protocol:

0. KBy ={Kakas, Kakaz, KaANa, KoA, Kskas,
Kskzs, KsNg, Ksk'yo, KsNg, Kzkaz, Kzkzs} i.k.
KByl Ka(A,Ny) lem. 3
KByt Ka{(A,Na)} ks lem. 1

sendAs({(A,NA)}kAs)l

1. KBy := KByUKg{(A, Na)}k,s
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KBi F Kp(A,Ny)
KBy KgNy
KBI F KB(NAaNS)
KB1F Kp{(Na, Ng)} ks
sendsA({(NA,NS)}kAs)l
9. KBy := KB UKA{(Na,Ns)}k,s
KBy K4(Ny4, Ns)

KBy - K4Ng

KBy F Ks{Ng}k,s

sendAs({(Ns)}kAS)

Z intercepts

3. KBs:= KBQUKZ{NS}kAS
sendzp({(Ns)}tk,q)
4. KBy = KBgUKs{Ns}kAS
KBsF KgNg

KByt Ks(kKyg, Ng)

lem. 2

lem. 3

lem. 3

lem. 1

lem. 2

lem. 3

lem. 1

lem. 2

lem. 3
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KByt Ks{(Ky5, N&) Yy lem. 1

Sendsz({(kksﬂé)}kzs)l

5. K Bs := KBy UKz{(klyg, N§)  rzs
KBs F Kz(kyg, Nb) lem. 2
KBs+ Kzk )¢ lem. 3
KBs F KzNg lem. 3
KBs + Kz{(Kyq,N&)} .y lem. 1

SendZA({(/fqu:N’s)}kAz)l

6. KBg := KBs U Ka{(klyg: N§)}kaz
KBgF Ka(kyg, Ng) lem. 2
KBg = Kk, g lem. 3
KBgF KsNg lem. 3

Now, intruder Z is able to decrypt any message eventually sent by A or S
and encrypted under £/;¢.

5 Future Work

There are many possible extensions of this work. In this section, we discuss
five extension there we are already working on or planning to do.
5.1 Knowledge de dicto and knowledge de re

We can refer the knowledge operator of the logic defined in Section 3 as knowl-
edge de dicto. The modal operator K, is meant to capture the standard notion
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of knowledge de dicto that an agent a has about piece of information. For in-
stance, the sentence K 4Kpm means that agent A knows (that it is the case
that) agent B knows message m. What do we mean by an agent to know the
message m? Does she know the content of the message or the message itself?

We extend the language with a new knowledge operator (I?a) in order to
capture the notion of knowledge de re [14]. The intuition behind the proposition
K,m is that agent a knows the content of message m. For instance, the formula
KiKpgm expresses the fact that agent A knows that agent B knows the content
of message m.

Let ® be an enumerable set of propositional symbols, let A denote a finite
set of agents, and let IC be an enumerable set of keys. We use p, ¢, ... as meta-
variables to denote propositions. With a we denote an agent and with k a
given key. We shall use k, to refer to a’s key.

5.1.1 Language

The language is an extension of Dolev-Yao Multi-Agent Epistemic Language,
defined in Section 3, with this new knowledge de re K,.

E:=p|k|(E,E) | {E}
where k € K and p € ®.

pu=m | T |=p |1 Aps | Kap| Kam
where m € E and a € A.

M z=a|k|(M,M)|{M}

where a € A and k € K. A message of the form (Mj, Ms) denotes the pair
composition of messages M; and My, whereas { M }j is the encryption of mes-
sage M with key k. N.B.: we allow an agent’s name a in the definition of a
message so that it can be appended to a message M to obtain the (signed)
message (M, a), as it is used in some of the examples. With .# we denote the
set of all messages.

5.1.2 Proposal for an Axiomatization

1. All instantiations of propositional tautologies.

2. K,a [every agent knows its own name]
3. KaM N K M' < Ko (M, M) [pair composition & decomposition)
4. KoM A Kok — Ko{MYy, [encryption)
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5. Ko{M}p A Kok — K, M [decryption]

6. Kpa A Ky(a— ) = K0

7. Koo — «

8. Koa— K, K«

9. “K,a — K,~K,«
10. KoM — K KoM [positive de re introspection]
11. ~K,M — K,—K,M [negative de re introspection)
12. K,M — K, M

13. K,M — M

These are some possible axioms. To complete this axiomatization is one of
our future tasks. But we also need to propose a semantics for this new logic
and prove its soundness, completeness, decidability and complexity. Moreover,
we would like to investigate some applications of this new knowledge operator

Y

(Ka)-

5.2 Common knowledge

Much of the information in a protocol can be considered as common knowledge.
In this work we intend to extend our logic with group operators like distributed
knowledge and common knowledge. As far as we have done, this extension is
quite standard if we do not have the knowledge de re operator.

5.3 Adding actions

Another possible extension would be to add actions in the sense of propositional
dynamic logic. In all examples in this work, actions are performed in the meta
level. It would be interesting to bring action to the object level and use the
same language to reason about knowledge and actions.

5.4 Model checking

We would like to propose and implement algorithms for model checking formu-
lae in security protocols. Also, we would like to contemplate all the extensions
proposed in the sections above in this model checking project.
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5.5 Adding Equational Reasoning

Some works extend Dolev-Yao model with some arithmetical theory in order
to deal with situations where we do not have perfect cryptography [6, 17].
Probabilistic epistemic logic extends epistemic logic with some equations
to deal with probabilities [9].
Finally, we would like to extend our axiomatic system with the possibility of
make equational reasoning. By doing so, we will be able to deal with imperfect
cryptography and express properties of more realistic security protocols.

6 Final remarks

In this work, we have presented a new epistemic logic for reasoning about se-
curity protocols. This logic introduces a new semantics based on structured
propositions, i.e., they are any piece of information that can appear in pro-
tocols: keys, messages, agents and properties or some combination of this
information in pairs, encrypted messages and so on.

We have proposed a new semantics and an axiomatization for this logic.
And, we have proved its soundness and completeness.

We illustrate the use of our logic with two real protocols: Kerberos and
Andrew Secure RPC Handshake.
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Appendices

A Soundness

We only prove the soundness of axioms 6, 7, 8. The others axioms and inference
rules are standard in multi-agent epistemic logics and are well-known to be
sound for the class of 85, models.

Lemma A.1 The following axioms are sound with respect to the class of Sbpy
models:

1. m ANk — {m}y [encryption]
2. {m}p Nk —m [decryption]
3. mAn<+ (m,n) [pair composition & decomposition]
Proof.
1. suppose we have a model M and a state s such that
M,slEmAk
Then we have that M, s |- m and M, s I k.
But this is if and only if s € V(m) and s € V (k).

By condition 1 of Definition 3.2, we have that s € V({m}x) and, thus,
M, slE{m}r and M,slFmAk — {m}.

2 & 3. analogous to the above proof, but we use conditions 2 and 3 of

Definition 3.2, respectively.

B Completeness

Now we prove the completeness of S5py by Canonical Models, based on [2].
First, we need some definitions:

Definition B.1 (Maximal Consistent Set) Given a system S and a set of
formulae T', we say:



308

1.

2.

3.
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I is S-inconsistent if for some subset {a,...,a,} CT we have
Fs (a1 Ao Aay)

and I' is S-consistent if it s not S-inconsistent;

I' is maximal if for any formula o, either a« € I' or —~a € [';

I' s maximal S-consistent if it is both mazimal and S-consistent. In this
case, we say that I' is a S-MCS.

Next, we list and prove the MCS properties:

Proposition B.2 (MCS Properties) Let I' be a S-MCS. Then for all for-
mulae ¢ and :

1.
2.

3.
4.

either ¢ € I' or =¢ € I, but not both;

I" is closed under Modus Ponens: if ¢ € I' and ¢ — ¢ then ¢ € T';
oV el iff eitherp el ory el';

dANY el iff bothp €' and v € T';

In particular, if T is a S5py-MCS then for all messages m and {m}y, pair
(m,n) and key k:

5.

6.
7.
8.

all theorems of S5py CT';

ifmeTl and k €T then {m}y € T;
if {m}p €T and k € T then m € T';
(m,n) €T iff bothm €T andn € T.

Proof.

3 & 4.

. by maximality, one of them must be in I';

suppose ¢ € T, then {¢,¢» — 1,1} C T, which is an absurd because
{¢,d — 1, )} is S-inconsistent. Therefore 1) € T';

analogous to property 2;

for all theorems w € S5py, Fss5,, w. Suppose ~w € I', as I' is S5py-
consistent, I' Fs5,, —w, which is a contradiction. Then —w ¢ I'. By
maximality, w € I'. Therefore all theorems of S5py C I';
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6, 7 & 8. follow straightforward from properties 2 and 5.
[ |

Now, our aim is to state and prove Lindenbaum’s Lemma, which shows that
any consistent set of formulae can be extended to a MCS:

Lemma B.3 (Lindenbaum’s Lemma) For any S-consistent set ¥, there is
a set X1 such that:

e X CXT; and
e X" isa S-MCS.

Proof. Let ¢g,d1,d2,... be an enumeration of formulae of our language. We
define the set ©T as the union of a chain of S-consistent sets as follows:

Y U{piy1}, if it is S-consistent

® Yo =23; 3 = { ¥ U{=¢it1}, otherwise

Claim: Y; is S-consistent for any j. We prove that by induction on j.
Base case: Yy = X is S-consistent by hypothesis.
Induction hypothesis: suppose that 3J; is S-consistent.

Now, we want to show that ;. is also consistent. By construction, we

have:
S = YjU{¢jr1}, if it is S-consistent
! Y;U{~¢jt1}, otherwise

By the above construction we have directly that 341 is also S-consistent.
Thus, 3; is S-consistent for any 3.

e X" U;>0 3;. Now we have to prove that 31 is a S-MCS.

YT is S-consistent. Because otherwise some finite subset of the set
Y; € T would be S-inconsistent, but we just proved that any ¥; is
S-consistent. Therefore, by item 1 of the definition of Maximal Con-
sistent Set (Definition B.1), X" is S-consistent.

31 is maximal. Because given any formula ¢, either ¢ € 3; or —¢ € X,
for some j. Then ¥; C . So, ¥ is maximal.

Therefore X1 is a S-MCS.

The Canonical Model for S is defined as follows:
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Definition B.4 (Canonical Model) The canonical model M over S is the
triple (S, ~S V), where:

1. 5% is the set of all S-MCS;

2. ~% is the canonical relation, a binary relation on S, for each agent

a € A, defined by s ~5 1 if for all formula v, if K, € s then ¢ € r;

3. VS is the canonical valuation, defined as VS(e) = {s € S° | e € s},
where e € E.

T = (8°,~%) is called the canonical frame.

Next, we prove the FEzistence Lemma, in order to prove later the Truth
Lemmoa:

Lemma B.5 (Existence Lemma) Let T € S be a S-MCS such that B,¢ €
I'. Then, there exists a S-MCS ¥ such that {¢ | Koo € T} U{¢} C X.

Proof. We first prove that ¥~ = {¢ | Kqp € I'} U {¢} is S-consistent.
Suppose that >~ is S-inconsistent. Then, there exists a finite subset
©1,- .+, pn such that =(p1 A+ Ay A @) is a theorem:
Fs =(p1 Ao Ao A @)
Fspi Ao App — 0 [propositional tautology]

Fs Ko(o1 A ... A pp — —0) [inference rule Generalization]

Fs Kap1 A ... AN Koo — Kg—o [aziom 2]

By hypothesis, K,p1 € I',..., Ko, € T', so, by property 2 of the MCS
Properties (Proposition B.2), K,—¢ € T', and also, by duality and as T" is
S-MCS, =B,¢ € I', which is a contradiction. Thus, ¥~ is S-consistent. By
Lindenbaum’s Lemma (Lemma B.3), there exists a S-MCS extension X that
extends X. ]

Lemma B.6 (Truth Lemma) For any formula ¢, M, sk ¢ iff ¢ € s.

Proof. By induction on the length of ¢.

Base case:
MS, s lkeiff s € VS(e)iffecs

Induction hypothesis: it holds for |¢| < i:
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MS, sk iff ¢ € s

Booleans: follows from the property 1 of the MCS Properties (Propo-
sition B.2).
Knowledge operator:

= Suppose
M s |- Kuo (i)

and K,¢ ¢ s. Thus, by maximality, we have that B,—¢ € s. So, by
Existence Lemma (Lemma B.5) there exists a r such that

{SOIKQSOES}U_‘ngT(ﬁ)

By definition of Canonical Model (Definition B.4) s ~5 7. From (i),
for all s/, if s ~5 s’ then
mS, s - ¢

By the induction hypothesis, ¢ € s’ for all s’ and in particular ¢ € r,
which is a contradiction with (ii). Thus, K,¢ € s

< Suppose K, ¢ € s and
M, s I Kad
S

< r and

then there exists a r such that s ~

MS, 7 - =

But by induction hypothesis, ~¢ € r. By Canonical Model (Definition
B.4) if s ~& 7, for all formula ¢, if K1 € s then o) € 7. So, ¢ € r, which
is a contradiction. Thus,

mS, sk K,

S

Lemma B.7 The canonical model relations ~¢

symmetric.

are reflerive, transitive and

Proof. This follows from the definition of ~$ and this proof can be found in
epistemic and modal logics literature [2, 11, 21]. [ |

Theorem B.8 The canonical model MSPPY is a S5py model.
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Proof.
First we prove that 9S°Py satisfies conditions 1, 2 and 3 of Definition 3.2:

e suppose we have s € V(m) NV (k) for a generic state s € S5°PY . So, we
have that s € V(m) and s € V (k). Also,

MDY 5|k m

and
MY 5 |- k

which entails
MDY sk m Ak

As §55pY ig a S5py-MCS, all the axioms of S5py are valid in s. Using
axiom 6 and inference rule Modus Ponens, we have

MDY s Ik {m}y,

Therefore, by the Truth Lemma (Lemma B.6), we have that {m} € s,
that is, s € V({m}g). Thus, V(m)NV(k) C V({m}) (condition 1 of
Definition 3.2).

e the proofs of conditions 2 and 3 of Definition 3.2 are analogous to the
above proof, but we use axioms 7 and 8, respectively.

Together with Lemma B.7, we are done.

Theorem B.9 Let ¥ be a S5py -consistent set of formulae. Then, X is satis-
fiable.

Proof.
By Existence Lemma (Lemma B.5), there exists a S5py-MCS X such
that ¥ C ¥ and, by Truth Lemma (Lemma B.6), M50y ¥F = ¥,
|



